Cara Menggunakan Layanan Anonymous E-Mail 

Segala puji bagi Allah Rabb semesta alam, shalawat dan salam semoga dilimpahkan kepada 
Rasulullah Muhammad Shalallahu 'alaihi wa sallam. 

E-mail adalah salahsatu sarana komunikasi di internet. Saat ini provider (penyedia) e-mail 
terbesar dimiliki oleh Google (gmail) dan Yahoo(di), sedangkan dua-duanya dimiliki oleh Yahudi 
sehingga sangat besar kemungkinan email antum disadap secara diam-diam. Jangankan memata-matai 
seorang mujahid, rakyatnya dan budaknya sendiri dengan NSA-nya juga mereka mata-matai. Maka 
untuk mengurangi kemungkinan disadap, kita dapat menggunakan anonymous E-mail. 

Namun sebelum memulai harus diperhatikan bahwa tidak ada sistem yang aman dan 
anonymous 100%, karena kesempurnaan hanya milik Allah semata. Karena itu antum sebaiknya lebih 
berhati-hati jika menggunakan layanan email ini. 

Ada beberapa jenis layanan Anonymous E-mail ini, yaitu Sigaint, Mail2tor, dan Onionmail. 
Insya Allah saya akan memberi tutorial bagaimana cara menggunakan layanan ini. 

SEBELUM MEMULAI 

Mari kita berdoa kepada Allah ’Azza wa Jalla agar kita dapat dimudahkan untuk meggunakan 
layanan ini. Lalu yang keduya siapkan TOR BROWSER karena semua layanan ini hanya dapat 
diakses melalui tor browser. 

1. Download dan Instali Tor Browser 

Buka https://torproject.org/download/download . 

Download Tor X + 



https://www.to rproj ect. □ rg/d □ wn I □ a d/d own I o a d| 



Pilihlah platform/OS yang berjalan di komputer antum (saya menggunakan windows-tidak 
direkomendasikan) 
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Download Unstable 



Everything you need 
to safely browse the 
Internet. Learn more » 





Instali tor browser, lalu jalankan. 

| Inspire Movie X . + — O X 

® '«£) ’ r ^ A https://web.archjve.Org/web/20121122131501/http://inspiremovie.wordpre55.com/ ▼ C Cff Search — 



<£ Learn moreaboutTor [J OnionMail G TORCH: Tor Search! Q InspireMovie O SIGAINT - Secure Dark... 



Jihad Menegakkan Ta... Khilafah Daulah Islami... d TheTorBlogO. Disconnect Search: Se... E? Facebook - Log In orS... 



Inspire Movie 



Inspire The Believers 



HOME ABOUT 

Categories 

MOVIE 

Archives 

January 2012 



INSPIRE MOVIE 

Posted by inspiremovie on January 18, 2012 



HQ = High Quality MQ = Medium Qua!ity LQ = Low Quality 

1. Neraka Rusia (1) HQ-363MB MQ- 139MB LQ-51MB mirror LQ 

2. Neraka Rusia (2) HQ-347MB MQ- 135MB LQ-49MB mirror LQ 

3. Neraka Rusia (3) HQ- 4 18MB MQ- 161MB LQ-59MB mirror LQ 

4. Neraka Rusia (4) HQ-598MB MQ-230MB LQ-85MB mirror LQ 

5. Khattab (1) HQ-576MB MQ-224MB LQ-82MB mirror LQ 

6. Khattab (2) HQ-448MB MQ- 174MB LQ-63MB mirror LQ 

7. Jihad Afghanistan (1) HQ-560MB MQ-217MB LQ-79MB mirror LQ 

8. Jihad Afghanistan (2) HQ-347MB MQ-133MB LQ-49MB mirror LQ 

9. Jihad Somalia (1) HQ-671MB MQ-261MB LQ-95MB mirror LQ 

10. Jihad Somalia (2) HQ-419MB MQ-163MB LQ-59MB mirror LQ 

11. Thaliban HQ-585MB MQ-224MB LQ-83MB mirror LQ 

12. Anak-anak Pengukir Sejarah dengan Darah HQ- 746MB MQ-289MB LQ-106MB LQ-93MB 

13. Dr. Abdullah Azzam (1) HQ-589MB MQ-230MB LQ-84MB mirror LQ 

14. Dr. Abdullah Azzam (2) HQ-568MB MQ-222MB LQ-81MB mirror LQ 

15. Dr. Abdullah Azzam (3) HQ-492MB MQ-191MB LQ-70MB mirror LQ 

16. The Return of Crusaders HQ-435MB MQ-161MB LQ-62MB mirror LQ 

17. United States of Losers HQ-370MB MQ- 139MB LQ-52M mirror LQ 

18. Anak-anak Perindu Syahid HQ-599MB MQ-231MB LQ-85MB mirror LQ 

19. Bela Gazza HQ-605MB MQ-206MB LQ-86MB mirror LQ 

20. Bells of Dangerous HQ-683MB MQ-263MB LQ-97MB mirror LQ 

21. Brigade Syuhada HQ-490MB MQ-191MB LQ-70MB mirror LQ 

22. Dan Batu Pun Berbicara HQ-408MB MQ- 158MB LQ-58MB mirror LQ 

23. Escape From Baghram (1) HQ-688MB MQ-233MB LQ-98MB 

24. Escape From Baghram (2) HQ-506MB MQ-196MB LQ-72MB 

25. Gelora Jihad Aljazair HQ-568MB MQ-221MB LQ-81MB mirror LQ 

26. Hadits Ka'b bin Malik pada Perang Tabuk (1) HQ- 504MB HQ- 173MB MQ-86MB LQ-75MB 

27. Hadits Ka'b bin Malik pada Perang Tabuk (2) HQ-355MB HQ-140MB MQ-60MB LQ-53MB 

28. Hendaklah Kamu Menerangkan Kepada Manusia dan Jangan Kamu Menyembunyikannya HQ-492MB MQ-277MB LQ-96MB LQ-32MB 

29. Innahum Qadimun HQ-659MB LQ-157MB 

30. Dan jika mereka meminta tolong kalian dalam (urusan) Diin, maka berikanlah pertolongan H0-422MB M0-309MB 
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(Opsional) untuk menambah keamanan, atau ISP antum memblokir tor, antum dapat 
menggunakan tor-bridge. Pertama-tama klik gambar bawang berwarna hijau di kiri atas. Lalu pilih Tor 
NetWork Settings. 
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^ ® Search orenteraddress 



wkdentity 

wTor Circuit forthis Site 



iov... § 



Privacy and Security Settings... 
Tor Network Settings... 

CheckforTor Browser Update... 




Centang My Internet Service Provider . . . lalu pilih Connect with Provided . . 



Tor Network Settings 



□ 



X 



3 My Internet Service Provider [ISP) blocks connections to the T or network 



® Connect with provided bridges 



Transporttype: obfs3 [recommended) 



O Enter custom bridges 

Enter one or more bridge relays [one per line). 



Help 



type address:port 






Lalu akses https://check.torproject.org. jika tertulis Congratulations . . .. Alhamdulillah antum 
telah terhubung dengan tor. 



2. Instali Mozilla Thunderbird dan TorBirdy 

Kemudian Instali Mozilla Thunderbird . Mozilla thunderbird adalah salah satu email Client 
seperti microsoft outlook. Download Mozilla Thunderbird disini https://www.mozilla.org/en- 
US/thunderbird/ . 

ware ... X + 



3AMih ttps://www.m ozil I a , o rg/en - U S/th u n d erbi rd. 



e 



o. 



Search 



☆ m © ♦ # « 



THUNDERBIRD ADD-ONS SUPPOKT 

Thunderbird 



Software madeto make email easier. 

Thunderbird is a free email appiication thafs easy to set up and 
customize - and ibs loaded with great features! 



Free Download 



Systems & Languages Whafs New Privacy 






Setelah instali thunderbird, kemudian instali add on Tor Birdy. Klik seperti di bawah ini: 

a a - s x 



P Chat A Address Book | ^ Tag ^ Quick Filter 



Search... <Ctrt+K> 



[Thunderbird MaiT^ 



.omonl 



New Messac 

Attachments 



◄ ► X 



Activity Manager 
Message Filters 



Add-ons 



Email 

Read messages 
[j/ Write a new message 



Accounts 



Find 


> 


Uptions 




Print... 


> 


Enigmail 


> 


Save As 


> 


File 


> 


Folders 


> 


View 


> 


Empty Trash 




Go 


> 






Message 


> 






Events and Tasks 


> 






Tools 


> 


Exit 




Help 


> 



0 View settings for this account 



Create a new account: 

Email C^ Chat Newsgroups (E Feeds 



lalu ketik di kotak search add on kemudian ketik Tor Birdy. 





^ Add-ons Manager 



Ketik TorBirdy 




-a 



Search a U add-ons 



Name LastUpdated Best match T 



Search: 



Available Add-ons 



TorBirdy 0.1.4 

This edension configures Thunderbird to make connections overtheTor anonymity network More 



Wednesday. D ec ember 30 r 2015 



Options 




Disable 




Remove 



Restart thunderbird, lalu jika dibawah ada tulisan berwarna hijau bertuliskan “TorBirdy 
Enabled”. Tor Birdy antum telah aktif. Lalu buka torbrowser untuk mengaktifkan torbirdy. 

3. Daftar Anonymous E-Mail 



1. SIGAINT (sigaintevyh2rzvw.onion) 

Sigaint adalah salah satu penyedia layanan anonymous e-mail yang digunakan untuk para 
advokat dan jurnalis. Untuk akun gratis hanya disediakan penyimpanan sebesar 50 MB dan tidak 
mendukung IMAP, POP3 dan SMTP. Cara menggunakan layanan ini adalah sebagai berikut. 



A. Akses http://sigaintevyh2rzvw.omon/. ini hanya dapat dibuka melalui tor browser. Lalu pilih 
sign up. 








Welcome to SIGAINT 

What is SIGAINT? SIGAINT is a darknet email Service that allows you to send and receive email 
without revealing your location or identity. We provide this Service to help journalists and 
activists combat the dragnet surveillance that exists on the Internet today. Even if you aren't 
in conflict with the State or anyone in particular you as a human being deserve privacy. 

Why should you trust us? You don't have to trust us, in fact we recommend you don't! When you 
send email using our webportal we recommend you encrypt your messages using PGP. 

Are there any rules to using this thing? Generally we are pretty chill, all we ask is that you 
don't use our FREE Service to: 

• Spam people 

• Threaten people 

• Harm people 

Everything else is cool with us. 



SIGN UP 



B. Masukkan Username, Password, dan CAPTCHA 








Jika antum masuk dan melihat halaman ini, alhamdulillah 








i o n M a i I C T'ORCH: Tor Search! E Inspire Movie O SIGAINT - Secure Dark... ® Jihad Menegakkan Ta... © Khilafah Daulah Islami... TheTor Blog O, Discor 



anonymous email Service provider 



Mail2Tor 



Home 



Register 



Login 



Change Password 




Mail2Tor Onion Register Page 



Username: 
Password : 

Confirm Password : 



(gmail2tor.com 



Lalu klik register, masukkan username dan pasword. Setelah itu klik Login, masukkan 
username dan password yang telah antum daftarkan 



Scfuimel Mail 

webmail 
fon 
nuts 

SquirrelIvIaLl version 1.4.23 [3VN] 

By the SquirrelMail Project Team 

SquirrelMail Login 

Name: 

Password: 

Login 




Jika antum masuk ke halaman ini, maka antum sudah login. 





3. OnionMail (en.onionmail.info / en.louhlbgyupgktsw7.onion) 

Onionmail adalah sebuah email yang lebih anonim daripada 2 layanan email diatas. Karena 
email ini servernya tersebar di dunia. Untuk mendaftar akses http://en.onionmail.info atau 
http://en.louhlbgyupgktsw7.omon/ di torbrowser. Lalu klik sign up 

) 4>* en.louhlbgyupgktsw7.onion C ^ Search 

Learn more about Tor [..] OnionMail fi TORCH: Tor Search! Q Inspire Movie O SIGAINT - Secure Dark... Jihad Menegakkan Ta... ^ Khilafah Daulah Islami... TheTorBlog 0. Disconnect Search: Se... R Faceboo 

< Uhat is > < Help > < Download > < Manifesto > < News > < Contacts > < TAILS > < NTU > 

< Servers > 




OnionMail is an anonymous and encrypted mail server 
meant to run on the TOR network without losing the ability 
to communicate with the Internet. 

This ensures greater privacy for the users but also protects 
against eavesdropping from the NSA and from other 
threats. ... 




Lalu pilih server yang antum inginkan. Usahakan pilih yang nilai avail-nya >90%. 
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Lalu klik sign Up. 



^ nulmrn > < II in Up> ^ In?s > 



Masukkan username dan password yang antum inginkan 




Z' 




< 



You will be sho-wn a picture in ascii art, you will need to recognize the characters and enter 
the code. 

Ee careful there may be some -strange symbols to ignore. This prooess is sio w! Don't worry. 
Do not leave thi-s page!! 

Now we are generating your internal keys and other random stuff. 





< Create Your hiddenmail Mail Account > 



f 






■■ 


Login: 






Captcha: 






Exit Server: 


(Default) 


v 




H Voucher code: 










Sign UP 




* = Not reguired. 

\ 









antum akan mendapat halaman seperti ini SEGERA SIMPAN HALAMAN INI DENGAN 
MENEKAN CTRL+S, LALU ENKRIPSIKAN!!! Kemudian buka mozilla thunderbird yang sudah 
dipasang torbirdy. Klik “Create new Account ...” lalu pilih email. 



© View settings forthis account 



Create a new account: 



S Email 



Chat 'C 1 Newsgroups 



N Feeds 



Create a new calendar 



Lalu isi nama (sembarang saja) dan alamat email, password tidak perlu diisi. Kemudian klik 
continue 



Mail Account Setup 



X 



Your name: 
Emaij address: 
Password: 



iostream 



i o strea m ©7w65 g 6:!f g u m vp 
password 



Your name, as shown to others 



0 Rem ember password 



Protocol: 



P0P3 v 



Continue 



Cancel 



Lalu akan muncul dialog sebagai berikut, isi sesuai instruksi pada gambar. 








Server Settings 



Server Ty p e: P 0 P M a i I Server 

Server Na m e: 

User Name: 




Security Settings 

Connection security: STARTTLS 

Authentication method: Normal password 



110 C Default: 110 

si sesuai server 
yang anda pilih 



Isi sesuai userna 
m e yang anda 
pilih 

Sen/er Settings 

n Checkfor new messages at startup 
□ Checkfor new messages eveny 10 T minutes Pilih starttls 

I I Automatically download new messages 
I I Fetch headers only 
0 Leave messages o n server 

0 Foratmost | 14 C days 

Lalu klik “Outgoing Server ”, Lalu klik sesuai instruksi pada gambar. 

Sen/er Settings 
Co p i es Si Folders 
Composition SiAddres... 

Junk Settings 
Synchronization Si Stor... 

OpenPGP Security 
Return Receipts 
Security 



j 

Sen/er Settings 
Copies Si Folders 
Composition SiAddres., 
Junk Settings 
Disk Space 
OpenPGP Security 
Return Receipts 
Security 
m Local Folders 
Junk Settings 
Disk Space 



Outgoing Server [SMTP) 




1 1 


Edit... 


Rerl 


pve 


Set p! 


efault 



Description: J' 

Sen/er Name: ' J' 

Port: 25 

User Name: J 1 1 □ 

Authentication method: Normal password 
Connection Security: STARTTLS 









SMTP Server 



X 





* Isi den server ve: anda pilih 


Settings 






Description: 


t 


Server Name: 


l 

7w65g63fgumvpuvd.onion 


Port: 


25 C 


: Default: 587 



Security and Authentication 
Connection security: 
Authentication msmod 



Isi Port 25 



User Nam^-' 1 

STARTTLS 



STARTTLS 



Normal password 



iostream 



OK 



Cancel 



Lalu kita mulai tes, pertama2 kita klik kanan akun lalu klik “get messages” 



i T-i mumi 



a iostream@7w6...vpuvd.onioii 

et Messages 



^ lnbox 
Trash 

m E Local Folders 
Trash 
a Outbox 




Open in New lab 
Open in NewWindow 
Search Messages... 

New Folder... 



Settings 



ts 

se- 

:e i 



ikii Emai 



Mungkin akan muncul dialog seperti ini 





Add Security Exception 



X 



You are aboutto override howThunderbird identifies this site. 

^ Legitimate banks, Stores, and other public si tes will not ask youi to do' tliis. 



Server 



Location: 



Get Certificate 



Certificate Status 

T h i s s ite attem pts to i d entify its elf with i n va I i d i nf o rm ati o n . y j ev 

Unknown Identity 

The certificate is nottrusted because it hasn't been verified as issuecl by a trustecl 
authority using a secure signature. 



Klik ini apabila dialog ini muncul 




Co nf i rm Sec u rity Exc epti o n C a n c el 



Lalu muncul Password prompt, isi password antum dengan file informasi akun yang antum simpan 





< Re a d messages > 



P0P3 Server 
Server type 
Server Port 
SSL Mode 
Password type 
POP3 Username 
POP3 Password 
Connect via 



7w65g63fgumvpuvd.onion 

POP3 Perhatikan, Harus 

110 P0P3 



Use SSL via STLS (TLS) 

Clear 
iostream 

B ” vOo Y i PXr 1 U f _" # aWY Q H = | =--M * h?NvhTIQl| 

TOR network 

Copy-paste bagian ini 

< Send Messages > 

SMTP Server : 7w6Sg63fgumvpuvd.onion 

Use authentication : Y 

Serve | 

Servi 
SSL 

Passwor Enteryour password for iostream on 7wf^g63fgumvpuvd.onion: 

SMTP Use 



' Enteryour password 



X 



SMTP Pas 
Conns 



I I Use Password Managerto remember this password. 



< S 

Server mail addres 
SysOp mail address (tor) 
SSL Certificate SHA-1 
Server NickName 




Cancel 



sysop® 1 7w65g63fgumvpuvd.onion 
c0980fl33c88917ele2470fe077b54adclf 32965 
hiddenmail 



Kemudian kita ujicoba email kita dengan mengirimnya ke teman. Klik “Write a new message” 

I IIUIIU^I U I VI Hll - IWJ1I tnill t vvv^yvy 



Email 



i i Read messages 




Write a new message 




Accounts 



View settings for this account 





Kemudian, mungkin antum mendapat dialog seperti ini. 



Add Security Exception 



X 




You are aboutto override howThunderbird identifies this site. 

Legitimate banks, Stores, and other public si tes will not ask you to do this. 



Server 

Location: 



j 7w65g 63fg u m vpu vd . o n i on :2! 



Certificate Status 

This site attempts to identify itself with invalid information. 



Get Certificate 








View... 



Unknown Identity 



The certificate is nottrusted because it hasn't been verified as issued by a trusted 
authority using a secure signature. 



Klik ini apabila dialog ini muncul 



\ 

Confirm Security Exception 



Cancel 



0 Permanently store this exception 






Lalu antum akan diminta password, seperti biasa buka kembali halaman informasi akun yang 
antum simpan. 

< Read messages > 

Outgoing server [SMTP) Password Reguired X 

m Enteryour password for iostream on 7w65g63fgumvpuvd.onion: 



□ Use Password Managerto remember this password. 



hTIQl| 



OK 



Cancel 



SMTP Server 
Use authentication 
Server type 
Server Port 
SSL Mode 
Password type 
SMTP Username 
SMTP Password 
Connect via 



7w65g63fgumvpuvd.onion 

Y 

SMTP ^ — Perhatikan, harus 
25 SMTP 

Use SSL via STARTTLS 

Clear 

iostream 

EJEBI 

TOR network 



Copas yang ini 



NlwlE59x4mjY5eS ,, (6{ofNm@#Lm92='W)eJ 



U 



Demikianlah cara mengkonfigurasi onionmail dengan menggunakan mozilla firefox. Saya 
tidak menganjurkan OS Windows, karena banyak pengguna tor tidak menganjurkannya dengan 
alasan anonimitas. Antum dapat menggunakan Tails sebagai OS yang dianjurkan oleh pengembang tor. 



SEBELUM ANTUM MENGGUNAKAN LAYANAN INI!! 



Perlu diketahui, walaupun anonim tetapi sangat mungkin isi email kita dapat dilihat oleh 
orang2, untuk menghindarinya, kita dapat menggunakan aplikasi enkripsi seperti asrar mujahidin, amn 
al mujahid atau GnuPG. JANGAN MENGGUNAKAN LAYANAN INI TANPA ENKRIPSI SAMA 
SEKALI!!!! 



Alhamdulillah selesai, semoga tutorial ini sangat bermanfaat bagi antum yang sedang ditekan 
oleh para penguasa dzalim yang menekan kaum Muslimin yang membela kebenaran. Jika antum ada 
pertanyaan silakan kontak saya melalui 112-anonjhdratlonionmaiirdotlcom . 

Jangan lupa do'akan kemenangan mujahidin yang membela Islam dan Muslimin. 

Jazakallahu khairan katsiran. 



Abu Husain Al Induunisy- 




